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Abstract
The modern phenomenon of public-key cryptography and the role of number theory in designing
(hypothetically) secure cryptosystems has given new importance to classical questions like ”How can we
tell is a number is prime?” and ”How can we factor a given number quickly?”. The efficiency of the
answers determine the ”security” of certain modern cryptosystems, which are widely used today. The
bad news is that since we don’t actually know the best possible answers to these questions, we can’t
actually guarantee that these commonly used systems are secure. This has driven the search for a variety
of different cryptosystems, each of which may have different vulnerabilities and strengths. One recent
favorite is to use the points on certain ”Elliptic curves” E : y 2 = x3 + Ax + B for given A, B ∈ Z
to encrypt information and factor numbers. Your project should describe the basic properties of these
curves, explain how they can be useful for encryption and factoring, and do a few examples to illustrate
this. [4-5]

Good general references for the arithmetic of elliptic curves are [5], [7]. The topics of factoring and
primality testing are the focus of the 2 books [3] and [9], though [9] this is not currently in the Duke library.
These are also discussed in [4, Chapter VIII], [5, pp107-118 for ranks for some CM curves, pp148–150 for Zp
points for some CM curves], [7, pp89–98 for some explicit examples, and especially pp125–138 of Chapter IV
for an elliptic curve factoring algorithm]. See also [2, Part III]. An easy computer language to do arbitrary
precision integer arithmetic is PYTHON, and some simpl examples are described in [1]. There is also another
slightly less friendly program [8] designed specifically for number theory/Elliptic curve computation. Both
programs are freely available. There are lots of general crypto refrerences online. One ”standard” refrence is
[6], but there are lots of others. The PGP documentation is particularly friendly. =)
The following is a rough outline which may be useful in thinking about/organizing your project. If you
have any questions about your project and/or readings, feel free to let me know, and we can setup a time to
talk about it. Have Fun! =)
1. Diffie-Hellman, El Gamal, and the structure of Zp
2. The arithmetic of rational points on elliptic curves E
3. Diffie-Hellman and El Gamal on E over Zp
4. Elliptic curves with complex multiplication
5. Elliptic curve factorization and primality testing
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